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(SEM III) THEORY. EXAMINATION 2017-18

CYBER SECURITY
Time: 3 Hours Total Marks: 100
Notes: Attempt all Sections. Assume any missing data.

SECTION A

1. Attempt all questions in brief. 2x10=20

a)  What do you mean by Information System?

b)  What do you mean by Cyber Security?

¢)  Discuss the difference between Malware & Spyware.
d)  What is Cryptography?

e)  What is Digital Certificate?

f) List the parameters of security association.

g)  What are the basic elements of information security?
h)  What is virus? :

1) What do you understand by Threats?

i) ‘What are WWW policies in cyber Security?

SECTION B
2.  Attempt any three of the following: 10x3=30
a) Explain Information System with its Classification.
b)  What do you mean by threats, worm and IP spoofing?
c) Discuss Virus. Explain the type of Viruses and also explain any three of them.
d)  What is face Recognition in Cyber Security?
e) What is Virtual Private Network? Discuss in detail.

SECTION C
3. Attempt any one part of the following: 10x1=10
a)  Explain the Components Of Information System in Detail.
b)  What do you understand by Backup and also explain Why Backup is Essential?

4. Attempt any one part of the following: 10x1=10
a)  Explain the Security SDLC in detail with its different phases.
b)  What do you understand By Threats? Explain the need of Web Security in detail.

-3 Attempt any one part of the following: 10x1=10

a) How can you say that Intrusion detection system is the backbone of information
system? justify with its categories

b)  Discuss Electronic cash? How does cash based transaction system differ from credit
Card based transactions?

6. Attempt any one part of the following: 10x1=10
a) Why Firewalls is important part of Cyber Security System .Discuss in detail.
b)  Explain the IT act 2000 in detail.

Attempt any one part of the following: 10x1=10
z)  What is Security Threats to E-Commerce? Discuss.
5)  Discuss the advantage of Biometrics over traditional authentication method.




